Abstract
Introduction
Handwritten signature verification is the process of confirming the identity of a user based on the handwritten signature of the user as a form of behavioral biometrics [1] [2] [3] . Online handwritten signature verification is not a new problem. Many early research attempts were reviewed in the survey papers [4] [5] . Biometry offers potential for automatic personal verification and differently from other means for personal verification, biometric means are not based on the possession of anything (as case of key, magnetic card or badge) or the knowledge of some information (as the case of password, key-phrase) [6] [7] . Signature verification is one of the most important research areas in the field of person-authentication by biometric techniques. Of the various biometrics, signature-based verification has the advantage that signature analysis requires no invasive measurement, and is widely accepted since signature has long been established as the most diffuse mean for personal verification in our daily life, including commerce applications, banking transactions, automatic fund transfers, etc.
[8] [9] . Therefore, the handwritten signature presents a lot of advantages for automatic personal identification. Signature is virtually always available and cannot be forgotten. Moreover, a signature is judicially accepted as a proof of identity and its use has been well established in daily activities, especially in legal and commercial environments. For electronic information exchange purposes, it is highly desirable to automate the process of accurately identifying genuine and forged signatures. For this reason, many research efforts have been invested over the last decade. A wide variety of feature extraction and classification methods have been applied to the signature recognition. While much progress has been made toward signature verification, reliable techniques for signature verification in the case of skilled forgeries have proven elusive.
Two categories of verification systems are usually distinguished: off-line and online systems for handwritten signature authentication and verification.
Off-line approaches for signature recognition: In offline systems for which the signature is captured once the writing processing is over, and thus only a static image is available. As for the verification processing, there are many approaches that are used nowadays, for example, Neural Networks, the Euclidean Distance Classifiers, Elastic Image Matching and others [10] [11] [12] . Most of the earlier work on off-line signature verification involves the extraction of features from the signature images by various schemes. Qi et al [13] used local grid features and global geometric features to build multiscale functions for verification. Sabourin et a.l. [14] used an extended shadow code as a feature vector to incorporate both local and global information into the verification decision. Fang et al. [15] used positional variances of the 1-dimensional projection profiles of the signature patterns and the relative stroke positions of two-dimensional patterns. Meenakshi et al. [16] used a quasi-multi-resolution technique using GCS (Gradient, Structural and Concavity) features for feature extraction. An important issue in signature recognition is the effect of insufficient samples available for training in classification accuracy. It is well known that
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____________________________________ 0-7803-9737-1/06/$20.00 ©2006 IEEE when the ratio of the number of training samples to the number of the feature dimensionality is small, the estimates of the statistical model parameters are not accurate, and therefore the classification results may not be satisfactory. This problem is especially significant in off-line signature verification where usually only a few samples can be available for training such as 2-4 signatures when one opens a bank account [17] [18] [19] . On-line approaches to signature recognition: Input devices in this category include digitizing tables or smart pens and hand gloves. In digitizing table-based systems, both global and local features that summarize aspects of signature shape and dynamics of signature production are used for signature verification. In Pen-based systems, a smart stylus pen is used to collect data such as pen-tip positions, speeds, accelerations, or forces while a person is signing. The invisible pen-up parts of the signature are used to construct a signature verification system. Trajectories left in pen-up situation, which are called ''virtual strokes'', are used to extract the optimal features that represent the personal characteristics of the authentic signature and affect the error rate greatly [20] [21] . In on-line system for which the signature signal is captured during the writing process, thus making the dynamic information available [22] . Data glove-a new dimension in the field of signature verification represents an easy-to use device that can reflect the identity of a person and that renders the forging process nearly impossible. Glove signature is a virtualreality-based environment to support the signing process. Application in banks and Internet-based applications could be widely enhanced by manufacturing light and wireless data gloves. While most input devices offer one-, two-, or three-degrees of freedom, the data glove is unique in that it offers multiple degrees of freedom for each finger and the hand as well. This permits a user to communicate to the computer a far richer picture of his or her intentions than most other input devices. The dynamic features of the data glove provide information on: (a) Patterns distinctive to an individual's signature and hand size, (b) Time elapsed during the signing process, and (c) Hand trajectory-dependent rolling. Thus, the glove as a tool for signature recognition allows authentication of people not only through the biometric characteristics of their signatures but also through the sizes of their hands. The virtual signature acquired by the glove can be used to make Internet transactions or bank transfers secure, because it unequivocally authenticates a person. It is well known that the Virtual Signature is the most reliable method for signature authentication, especially when the signing process takes place on a digitizing table as well. This combination results in all possible useful features like finger and hand dynamics, speed, time, acceleration, and the effect of hand size.
Data Acquisition
We designed database into three separate categories. Database consists of (i) 14 sensor-based, (ii) 5 sensor-based, and (iii) 4 sensor-based.
When one signs a signature using data gloves, three types of information are captured: (i) the coordinate values x(n), n=1,2,….,n k based on each of the sensor position, (ii) timing information tagged to each of x-coordinate values based on the number of sensors that are used to acquire the data, and (iii) total time elapsed during the completion of the signature. Here we have collected three categories of signature for skilled forgery: (i) using 14 sensors, (ii) using 5 sensors and (iii) using 4 sensors. After the data acquisition, the data of the signature to be authenticated is compared against the SVD-based signature verification technique.
SVD-Based Handwritten Signature Verification Technique
Consider a data glove m sensors each generates n samples per signature, producing an output data matrix, A(m×n). Matrix A that represents the feature contents of a signature and its Singular Value Decomposition is given as Because of their sensitivity to content change in A and their uniqueness representation of the matrix itself, we propose to use the l-largest singular values of A as feature contents of the signature. Therefore, the whole signature is represented by highly discriminate feature vector of dimension 1×l. Now, having used the l-largest singular values of the signature-data matrix as an indicator to signature contents, a Euclidean distance may be used to measure the distance between each pair of singular values for signature verification system. In general, the distance between points x and y in Euclidean space is given as
Performance Evaluation
To verify the efficiency of the proposed technique in handwritten signature verification, we have taken total 200 sample signatures for each of the categories of database. Twenty skilled people are trained on mimicking the authentic signature. First, 10 authentic signatures are tried and the corresponding singular values of the data matrix A(m×n) are calculated. The Euclidean distance between the 10 groups of authentic singular values and the reference ones is calculated. Similarly, the average of the 10 groups of authentic used as reference for signature verification and calculated the Euclidean distance for each of the forged-signatures to verify the performance evaluation of our proposed technique.
Results and Discussion
By comparing the results shown in Table 1 , using 14 sensors the maximum value of Euclidean distance between the mean authentic signature and the 10 authentic trials is 10756 and minimum is 1541, whereas the maximum and minimum values of Euclidean distance between the mean authentic and the 10 skilled forgery are 247730 and 16691 respectively. On the other hand, using 5 sensors, the maximum value of Euclidean distance between the mean authentic signature and the 10 authentic trials is 6329 and minimum is 1118, whereas the maximum and minimum values of Euclidean distance between the mean authentic and the 10 skilled forgeries is 91376 and 7056 respectively. For 4-sensors category, the maximum value of Euclidean distance between the mean authentic signature and the 10 authentic trials is 4480, and minimum is 930, whereas the maximum and minimum values of Euclidean distance between the mean authentic and the 10 skilled forgery include 60137 and 4067. On the contrary, the results shown in Figures 1 and 2 indicate that the Euclidean distances for skilled forged signatures using 14-and 5-sensors' data can easily identify from the authentic one by the graph trend. Whereas in 4-sensors data, Euclidean distances of the skilled forged signatures have crossed the graph trend line of authentic one. From the experimental results, it is obvious that 14-or 5-sensor data glove can significantly produce the signal data, which can easily identify the forged signature using our SVD based approach.
It is worth mentioning that the computational time of the algorithm is significantly small and directly related to singular value decomposition of the data matrix A(m×n). This makes a solid ground to suggest the above technique that reflects the required potential for real-time implementation. Table 1 : Comparison of maximum and minimum values of Euclidean distance between the authentic (genuine) and skilled forged trials using 14-, 5-and 4-sensors-based data gloves.
Conclusion
In this paper, we described a new real-time technique for the recognition of handwritten signature. The technique is based on linearly projecting the signature space of data glove into a low-dimensional space, through the use of Singular Value Decomposition (SVD). The resulting projections maximize the total scatter across all classes, i.e., across all signals of all signatures and results in a much simpler and efficient approach for signature recognition and verification. 20 skilled people are trained to forgery the signature. The Euclidean distances between their respective singular values and the authentic ones are calculated and found that it can easily identify the forged signature from the authentic ones.
